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Course Name

Security, Associate (JNCIA-SEC)

About the Course

The Security track enables you to demonstrate a thorough understanding of security technology in
general and Junos OS software for SRX Series devices. This course is designed to provide students with
the foundational knowledge required to work with the Junos operating system and to configure Junos
security devices

Key Skills You Will
Learn

The course provides a brief overview of the Juniper security products and discusses the key architectural
components of the Junos software. Key topics include Ul options with a heavy focus on CLI, configuration
tasks typically associated with the initial setup of devices, interface configuration basics with configuration
examples, secondary system configuration, and the basics of operational monitoring and maintenance of
Junos Security devices. The course then delves into foundational knowledge of security objects, security
policies, and configuration examples including types of security objects, security policies, security services
NAT, site-to-site IPsec VPN, and Juniper Secure Connect VPN.

Course Pre-Requisite

The prerequisites for the Juniper Networks Certified Associate Security (JNCIA-SEC) certification are:
Basic computer literacy, Basic PC operating system navigation skills, Basic Internet usage skills, Basic IP
address knowledge, Good understanding of network fundamentals, Familiarity with basic networking
concepts, including IP addressing, routing, and switching

Target Audience

JNCIA-SEC, the associate-level certification in this track, is designed for networking professionals with
beginner-intermediate knowledge of the Juniper Networks Junos OS for SRX Series devices

Job prospects with
this role

Network Support Technician, Network Administrator, Network Engineer, Cloud Network Engineer,
Security Analyst,

Course Duration

~ 24 Hrs
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Customisation ot applicable

Certification READYBELL Security, Associate (JNCIA-SEC) Certificate

Mode of Training

Instructor-led 100% Online or 100% Classroom (Salt Lake, Kolkata - India) or hybrid mode (Online +
Classroom) as suitable for the learner

Course Fees

Please contact us

Refund Policy

Get a 3-hours free trial during which you can cancel at no penalty. After that, we don’t give refunds

Job Assistance

Will assist candidate in securing a suitable job

Contact

READYBELL SOFTWARE SERVICES PVT. LIMITED

AH 12, SALT LAKE SECTOR 2, KOLKATA (INDIA) - 700 091
E-MAIL: contact@readybellsoftware.com

PH: +91 - 9147708045/9674552097, +91 - 33-79642872
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CURRICULUM

Topic

Sub-Topic

Duration (Hrs)

Security, Associate
(JNCIA-SEC)

Module 01: Introduction to Juniper Security

Module 02: Juniper Connected Security

Module 03: Juniper SRX Overview

Module 04: Juniper SRX Initial Configuration

Module 05: Ul Options: The Junos CLI

Module 06: Security Zones and Screen Objects

Module 07: Address Objects and Service Objects

Module 08: Security Policies

Module 09: Security Services: IPS

Module 10: Security Services: Integrated User-Based Firewall

Module 11: UTM: Antivirus and Antispam

Module 12: UTM: Content Filtering and Web Filtering

Module 13: Juniper Connected Security: Juniper ATP Cloud

Module 14: Source Network Address Translation

Module 15: Destination Network Address Translation and Static Network Address
Translation

Module 16: Site-to-Site IPsec VPN

Module 17: Juniper Secure Connect

Module 18: SRX Troubleshooting

Module 19: Monitoring and Reporting

Module 20: SRX Series Hardware and Interfaces

Module 21: Virtual SRX

Module 22: Juniper Sky Enterprise

Module 23: IPsec VPN Concepts

Security, Associate (JNCIA-SEC) Voucher Assessment Test

24 Hrs

To register for this course please e-mail/call us




